
T he growing demand for complex

architectures is making it increas-

ingly more difficult for hardware

and software developers to keep up with

new chip innovations. These designs are

driving the requirement for a more cre-

ative debugging and analysis philosophy

to accelerate the hardware development

process and to offer a more collaborative

synergy between hardware and software

developers.

Not only are devices becoming more

complex, but the product time to market

is becoming shorter too. System on chip

(SoC) designs appeared on the market

out of the blue and immediately created

an issue for debug specialists. Now the

latest innovation in the shape of multi-

core has arrived and the industry is ask-

ing itself how can it debug such a

system? The combination of these

two issues is beginning to create an

expectation in the industry as com-

panies strive to solve these prob-

lems: namely, how do you

debug such complex systems

and still the get the product

to market in a reasonable

time?

Esterel Technologies’

technical director, Cen-

tral Europe, Jakob Gärt-

ner confirms that today’s

developers do indeed face

the challenges of short

development cycles,

increasing hardware and

software complexity and bad

software quality – or ‘let the

tester fix all problems’. “We

ensure clear separation of

tasks and a high degree of

automation in order to

reduce the amount of necessary

testing through a ‘correct by construc-

tion’ approach.”

Esterel takes a ‘model based’ approach

to design and verification so debugging is

clearly separated into two distinct

domains: functional, which ensures the

functionality of the system and software

are correct with respect to the require-

ments – a step ideally done at the model

level; and debugging in the system inte-

gration phase, which ensures the func-

tionally correct parts of the system are

fitting together on the embedded system

– a step ideally done with a tool suite that

integrates traditional source code level

debugging and model level debugging.

The time to market issue is proba-

bly most relevant to the faster paced

consumer electronics industry and

there are many multicore projects

currently being developed specifi-

cally for this industry where the

timescales are very tight. This also

includes the telecoms sector, where

multiple devices with dozens of

cores on a single device are a regular

occurrence. How do you debug

them and still the get the product

to market in a reasonable

time?

“When you develop

multicore and multi-

processor systems,

there are a number

factors that

you need to

consider,”

Wind River’s sys-

tem architect, Paul

Tingey explained.

“Firstly, how do you commu-

nicate between your develop-

ment environment and to all these

different devices? When you debug

systems of this kind, you need tools

that can debug multiple cores. Wind
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River offers its Workbench solution and

one of the features built into this prod-

uct is the capability to debug ‘multiple

anything’! You can connect multiple

cores, multiple processors and multiple

operating systems (OS) transparently

and debug these complex systems in a

much simpler way than previously.”

Tingey’s view is the ability to connect

to multiple devices and debug them at

the same time really is key to developing

large, complex systems. Wind River’s

ICE performs run control across multi-

ple cores to effectively synchronise the

debugging of multiple cores. Imagine a

system where two cores are communicat-

ing with each other and are time depend-

ent. If you debug one of these cores, you

stop half of the system, while the other

half still runs – not an ideal scenario.

However, with advanced run control,

you can synchronise all these events and

debug the entire system in a synchronous

way. 

“There are many systems that our cus-

tomers are developing – not just multi-

ple cores, but running them

asynchronously and with different OSs

in different cores,” Tingey continued.

“This has been a problem in the past

because you have two different OSs with

two different tool suites. But with Work-

bench, you can use a single integrated

development environment (IDE) to

develop on either Linux based target or

VxWorks based target, or both. 

“Another benefit is that, by using a

common IDE, two different sets of

developers with a distinct knowledge of

different targets can transfer and share

this information easily between each

other.” 

Gärtner identifies a trend towards

model based design and verification

approaches and, more specifically, to for-

mal methods. “There is a trend to replace

test based debugging with formal verifi-

cation technology such as Esterel’s Design

Verifier. This offers mathematical proof

of absence of bugs on functional level.

Further developments will allow cus-

tomers to formally analyse system models

for component failure effects, list all crit-

ical components (single points of system

failure) and derive fault trees auto-

matically.”

Tingey sees the problems

associated with multicore

as the most important

trend driving debugging

technology. “We also

have customers who

are interested in pro-

filing and analysing

systems at the ear-

liest possible

stage. Tradition-

ally, there was a

quality assurance

stage that came

some time after

the development

stage, but now

companies have

become more astute, put the two

together and as the software is developed,

it is also validated at the same time. This

requires some highly specialised tools.”    

His view is that the market is becom-

ing more aware of multicore and its asso-

ciated problems. Consequently,

development tools will evolve with the

emphasis on multicore being the norm. 

“Virtualisation is another technology

to consider,” he added. “Customers are

starting to look at the ways of creating a

virtualisation layer on top of an OS, so

that you can ‘virtualise’ an environment

for another OS. This is going to become

increasingly popular and could pose ques-

tions as far as debugging is concerned. 

“Virtualisation technology creates an

environment where the OS believes it is

running on a piece of hardware, but it is

actually running on a ‘virtualised’ or sim-

ulated piece of hardware. There are many

ways of using this technology and what

we may see in the future are systems

incorporating both multicore and virtual-

isation at the same time.”

Meanwhile Esterel’s Gärtner envis-

ages that model based development,

automation and certification needs will

forever change the life of the debugging

specialist.

“Full integration, with state of the art

software IDEs and debugging environ-

ments, will ensure rapid turnaround times

and further reduce debugging workload.

In addition, integration with worst

case execution time analysis

tools, will help to avoid run-

time issues long before the

user goes embedded. 

“Standardised platforms

and compositional method-

ologies will focus their work

on functional model level

debugging on one hand

and embedded inte-

gration testing on

the other. 

But the gen-

eral idea is to

avoid bugs before

they arrive on the

target,” Gärtner con-

cluded.  

“Wind River’s Workbench solution has
features built into the product with the
capability to debug 'multiple anything'!”
Paul Tingey, Wind River
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